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Chapter 1

Understanding NTFS Permissions



Basic Concepts

NTFS

NTFS, which stands for New Technology File System, is Microsoft’s current file system
for the Windows NT operating system. NTFS is the successor of Microsoft’'s previous
systems, FAT and HPFS, and contains a wide range of improvements in terms of
performance, extendibility, and security.

The main differences between NTFS and its predecessors are:

e FAT32 only supports individual files of up to 4GB in size. On the other hand, NTFS
supports files of up to 16 EiB (16 x 1024° or 2% bytes).

® The most important difference you need to understand in order to follow this tutorial is
that NTFS supports file permissions and introduced the concept of the access control
list (ACL), a concept we will be explaining in more detail as we proceed.

NTFS Permissions

NTFS permissions determine who have access to files or folders. These permissions can
be assigned to individual users or groups, but the best practice is to assign them to groups
whenever possible. Permissions are set in the ACL.

Access Control List (ACL)

The access control list (ACL) is the list of users or groups that have access to a certain
object. An object can be a file or folder. Each entry in the ACL is known as an access
control entry (ACE).

The users or groups in the ACL are known as trustees. Permissions can be allowed,
denied, or audited.

To create, edit, or view access control lists, you right click on a file or folder then select
“Properties" from the options displayed:
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4 | Shares
I 1. Drawerls
I+ | FolderSecurityViewer
I- . PowerPrint Expand
b | TheMoteTank Open in new window
Il Spool Share with 4
[+ 1. StorageReports Restore previous versions
. Testl Include in library 3
I 1 UserHomes Pin to Start
b Users Send to »
B0 usr
B Windows Cut
Copy
4 Gh Metwork Delete
b M tsclient Rename
MNew »
- State: ?_E. Shared Properties

Menu options relating to a file or folder in Windows

Next, click on the “Security” tab to display the access control list (ACL) for the chosen file

or folder.
L FolderSecurityViewer Properties -
Previous Versions I Customize | Clagsffication |
General I Sharing | Security

Object name:  C:\Shares‘\FolderSecurty\iewer

Group or user names:
-
52, 5YSTEM
& Nachname Vomame (kvew@G-TAC com)
:E, FSW_Read (G-TAC\FSV_Read)

82 FSV Change (G-TAC\FSV Change) hd
< m >

To change permissions, click Edit.

Pemissions for CREATOR
OWNER Allow Dery

Full control -
Modify

Read & execute
List folder contents
Read

Write

Special permissions w

For special permissions or advanced settings,
click Advanced.

| ok || cancel || oy

An access control list (ACL) in the Windows Server 2012 R2 / 2016
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Understanding NTFS Permissions

Understanding Permissions

Windows allows you to assign different types of permissions to an object. You can allow or
deny such permissions. The types of permissions change depending on if you are working

with a file or folder.

NTFS Folder Permissions

You can assign permissions to a user or group for a specific folder and, thus, control their
access level. How these permissions are propagated to subfolders and their respective
files is controlled by inheritance, a concept we will explain in more detail as we proceed.
Next table lists and describes all permissions that can be allowed or denied for a certain

user or group.

Permission Description |

Specifies whether a user or group has all available

Full Control .
permissions for a folder.
Specifies whether a user or group can modify the contents of
\ a folder. It is more restrictive than full control, as it does not
Modify

allow users/groups to change permissions or take ownership
of said folder.

Read and Execute

Specifies whether a user or group can read the data within a
folder and execute the programs said folder contains.

List Folder Contents

Specifies whether a user or group can list the content of a
folder. This does not allow users/groups to run any of the
programs or read any of the data within the folder.

Specifies whether a user or group can read the data within a
folder. As opposed to “Read and Execute”, if there is an

Read executable file within the folder, the user or group will be
unable to run it.
Specifies whether a user or group can create files and
Write folders, write data, and write attributes for a folder. The write

permission implies the ability to read all data within the
folder.

Special Permissions

Refer to TABLE 3 for the list and description of special
permissions.

List of NTFS folder permissions
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NTFS File Permissions

You can assign permissions to a user or group for a specific file and, thus, control their
access level. Next table lists and describes all permissions that can be allowed or denied
for specific users or groups. NTFS file permissions take priority over NTFS folder
permissions.

For example,

if you have access to a folder, but an administrator denies access for a file within that
folder, you cannot access that file even if you have the necessary permissions for its
parent folder.

Permission Description

Full Control Specifies whether a user or group has all available permissions for a file.

Specifies whether a user or group can modify a file. It is more restrictive
Modify than full control, as it does not allow users/groups to change permissions

or take ownership of said file.

Read and Specifies whether a user or group can read the contents of a file and

Execute execute the programs of said file.

Specifies whether a user can read a file’s data. As opposed to “Read and
Read Execute”, if the file in question is an executable file, the user or group will

be unable to run it.

Specifies whether a user or group can change the content or, in other
Write terms, write data to a file. The write permission implies the ability to read

all the data contained in a file.

Special
o Refer to next table for the list and description of special permissions.
Permissions

List of NTFS file permissions
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Permission

Description

Traverse Folder/

Execute File

Traverse Folder allows a user or group to access a folder nested
within a tree, even if parent folders in that tree deny said user/group
access to the contents of those folders. Execute File allows a user or

group to run a program.

List Folder/
Read Data

List Folder allows a user or group to see objects (files and folders)
inside a folder. Read Data allows a user or group to open and view a

file

Read Attributes

Allows a user or group to view basic attributes of an object (read-only,

system, archive, and hidden).

Read Extended
Attributes

Allows a user or group to view the extended attributes of an object.
For example: the summary, author, title, and so on for a Word

document. These attributes vary from program to program.

Create Files/
Write Data

Create Files allows a user or group to create new objects within a

folder. Write Data allows a user or group to overwrite an existing file.

Create Folders/

Append Data

Create Folders allows a user or group to nest folders. Append Data
allows a user or group to add data to an existing file, but not delete

data within that file or delete the file itself.

Special permissions
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NTFS Access Limitations

Microsoft provides the following table to offer a more detailed understanding of what each
permission can allow you to do. You should always refer to this table when assigning
permissions. Try to assign the most restrictive possible permissions for each use case. A
common bad practice in many IT business environments is to assign “full control” every
time a user or group requests access to a file or folder.

Special Full Modify Read and List Folder | Read Write
Permissions Control Execute Contents

Traverse Folder/ X X X X

Execute File

List Folder/ X X X X X

Read Data

Read Attributes X X X X X

Read Extended X X X X X
Attributes

Create Files/ X X X
Write Data

Create Folders/ X X X

Append Data

Write Attributes X X X
Write Extended X X X
Attributes

Delete Subfolders X

and Files

Delete X X

Read Permissions X X X X X X
Change Permissions X

Take Ownership X

Synchronize X X X X X X

NTFS access limitations
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Permission Inheritance

There are two types of permissions in Windows NT environments:

e Explicit: Permissions that are applied by default to an object upon its creation or by
user action.

e Inherited: Permissions that are propagated to a child object. Inherited permissions
facilitate the management tasks related to permissions assignment and ensure
consistency among all the objects within a folder.

You must take into account that, by default, all objects created within the same folder

inherit permissions from its respective parent folder. For example, if you create a folder

called MyFolder, all subfolders and files within MyFolder will inherit its permissions

automatically. In this order of ideas, MyFolder has explicit permissions and all subfolders
Inherit permissions

and files in MyFolder have inherited permissions.

O O My Folder
«“e o —ng”
0=

Access to Filel

Prevent inheritance

o
g.g E /h My Folder

No access to Filel
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You can disable inheritance for any given file or folder by going to the security tab of its
properties (as explained above) and clicking on Advanced and Disable Inheritance.

Advanced Security Settings for FolderSecurityViewer et 25 -
Mame: C\Shares\FolderSecurityViewer
Owner: MNachname Vorname (kvsw@G-TAC.corp) '&‘Change
Permissions Share Auditing | Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to |~

5& Allow  FSV_Read (G-TAC\FSV_Read) Read & execute MNone This folder, subfolders and files
933 Allow  FSV_Change (G-TAC\FSV_Ch... Modify MNene This folder, subfolders and files
QJ Allow  F5_WS52012_FolderSe01_L (G... Read & execute Mone This folder only =
5& Allow  FS_WS2012_FolderSel1_W (... Modify Mone This folder, subfolders and files =
:E" Allow  F5_WS2012_FolderSel1_R (G.. Read & execute Mone This folder, subfolders and files

% Allow  MNachname Vorname (kvsw@... Full contrel C:\Shares\ This folder anly

82, Allow  CREATOR OWMER Full control C\Shares\, Subfolders and files only

H2, Allow  SYSTEM Full control C\Shares\, This folder, subfolders and files

53‘ Allow  G-TAC_Admins (G-TAC\G-T...  Full control C:\Shares\, This folder, subfolders and files
| @ Change permissions View

Disable inheritance

Disabling inheritance and replacing child object permissions in the Advanced
Security Settings tab

When administrators and users start changing permissions and making regular changes,
some files or folders can become inaccessible and users/groups that should have access
to an object can lose their access. That’s why you can go back, at any time, to the default
inherited state of any prior time by choosing the option “replace all child object permission
entries with inheritable permission entries from this object”.
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Effective Access

The effective permissions tab, found in the Advanced Security Settings Editor in earlier
versions of Windows, was replaced with a tab called effective access in Windows Server
2012 R2 and Windows Server 2016, which lets you choose not only the user or group
accessing the file or folder, but also the device accessing that file or folder.

This tab provides an overview of all the permissions assigned to a user or group in regards
to accessing a certain object. For example, if John has “read” permissions for MyFolder
and belongs to a group with “write” permissions, the effective access tab will show you that
John has both “read” and “write” permissions for MyFolder.

Advanced Security Settings for FolderSecurityViewer i 22 -
Mame: Ch\Shares\FolderSecurityViewer
Cwner: MNachname Vorname (kvsw@G-TAC.corp) 'E;'Change
| Permissions I Share Auditing | Effective Access |
Effective access Permission Access limited by ~
*x Full control Share
=8 Traverse folder / execute file
3 List folder / read data
8 Read attributes
=8 Read extended attributes
® Create files / write data Share
X Create folders / append data Share
® Write attributes Share
® Write extended attributes Share
® Delete subfolders and files Share =
® Delete Share
8 Read permissions
=8 Change permissions
® Take ownership Share [v

| oK || Cancel | Apply

Effective access in Windows Server 2012 R2 and Windows Server 2016
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Dynamic Access Control (DAC)

Though the interface has been improved, many of the underlying concepts of NTFS
permissions have not changed over the years. The most notable changes are that the
effective permissions tab has changed and dynamic access control (DAC) has been
introduced.

DAC does not replace NTFS permissions, but does extend the capabilities offered by
NTFS permissions and share permissions.

For example,

a user might have different permissions when they access a resource from their office
computer than when they access that same resource using a laptop or over a virtual
private network (VPN). In addition, access can be granted to a specific user only if said
user’s device meets the security requirements defined by administrators.




Chapter 2

Working with Permissions



In previous chapters, we covered how to visualize an ACL (the current permissions of a
filer or folder). Now you are going to learn how to manage these permissions. Throughout
this section, we will continue to use MyFolder as our example folder.
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Working with Permissions

How to Assign or Remove Permissions

First, locate the folder or file you want to grant permissions to. Right click that folder. Then

click on “Properties”.

. MyFolder Expand

J PerfLogs

| PowerPrintDesk S[EN D TR
I+ . Program Files Share with »
I+ . Program Files (x Restore previous versions
. Shares Include in library 2
I 1 Spool Pin to Start
I . StorageReports Send to ,
I UserHomes
B 1) Users Cut
B0 usr Copy
B Windows Delete

Rename
Aﬁh Metwork Mew .
b M tsclient Iml

MyFolder Properties

Click on the security tab to view the ACL for the folder. Under “Groups or user names”

click the “Edit” button.

Object name:  C:\MyFolder

I:3I'E)LI|:! ar User names:

52, CREATOR OWNER ~
2, 5YSTEM -
& Schaefer Carsten (SchasferC@G-TAC com) B

,Administmtors (WS52012R2"\Administrators) v
£ m >

To change pemissions, click Edit.

Pemissions far
File Share-Cperatoren Allow Dery

Full control s
Modify v
Read & execute v
List folder cortents g
v
v

Read
Write
Special pemissions w

For special pemmissions or advanced settings,
click Advanced.

L MyFolder Properties -
Previous Versions I Customize | Classification |
Generl | Sharing | Security

[ ok || cancel || sppy

MyFolder ACL properties page
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To remove a user, simply click on that user and press the “Remove” button followed by the
“OK” button.

To add a user, click the “Add” button:

L MyFolder Properties -
Previous Versions I Customize | Classffication |
General | Sharing | Security

Object name:  C:\MyFaolder

Group ar User names:

82, CREATOR OWNER

52, 5YSTEM

3, Schaefer Carsten (SchaeferC@G-TAC comp)
52, Administrators (W520712R2\Admiristrators)
82, Users (WS52012R2\sers)

To change permissions, click Edit.

Pemnissions for CREATOR
OWNER Allow Deny

Full contral

Modify

Read & execute
List folder contents
Read

Write

Special pemissions w

For special permissions or advanced settings,
click Advanced.

| oKk || Cancel | feply

MyFolder permissions properties page

Now you can select the User/Groups you wish to grant access to
MyFolder. The options within the “Select Users or Groups” form are as

follows:

® Object Types: Allows you to filter what type of object you want to assign, in order to
narrow your search.

® Locations: If you are on a Windows Network, you can choose between the local
computer or Active Directory to search for network users in your organization.
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For our example, we are going to type “FileShare-Operatoren” in the “Enter the object
names to select” textbox and then click the “Check Names” button, followed by the “OK”
button.

Select Users, Computers, Service Accounts, or Groups -

Select this object type:

|Users. Groups, or Built-in security principals | | Object Types... |

From this location:
|G-TAC.ccrp || Locations... |

Enter the object names to select (examples):

File Share-Dperatoren Check Mames

o [t ]

Select Users or Groups prompt

“FileShare-Operatoren” now appears on the “Permissions for MyFolder” page. Here you
can choose which permissions to grant the user. Once you assign these permissions, click
the “OK” button. For this exercise, we assigned the “Full Control” permission to the user

from the “FileShare-Operatoren” group. You can also deny permissions using the “Deny”
column.

As a reminder, we do not recommend denying permissions to users. Instead, it is

best to control user access through the groups which they belong to.
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Permissions for MyFolder

Working with Permissions

Security

Object name:  C:\MyFolder

GI‘OLID ar uUser names:

53, CREATOR OWNER
82, 5YSTEM
& Schasfer Carsten (SchasferC@G-TAC comp)

' 4 File Share-Operatoren (G-TACFile Share-Operatoren)
52, Administrators (W52012R2\Administrators)

82, Users (WS2012R2\Users)
| Add... | | Remave |
Permizsions for
File Share-Operatoren Allow Deny
Full control O -
Modify a |
Read & execute O =
List folder contents O
Read O W
[ ok || Cancal || 2opk

Assigning permissions to the FileShare-Operatoren group

Group now has “Full Control” permissions within the ACL.

L

MyFolder Properties

Previous Versions I Customize | Classification |
General I Sharing | Security
Cbject name:  C\MyFoldar
Group or user names:
52 CREATOR OWNER ~

52 5YSTEM
.& Schaefer Carsten (SchaeferC@G-TAC com)

.gﬂl Administrators (WS2012R2\Administrators) | ~
< m >

To change pemissions, click Edit.

Pemmissions for
File Share-Operatoren

Full cortrol v
Modify v
Read & execute v
List folder contents v
\/
N

Read
Write
Special pemissions

b

For special pemissions or advanced settings,
click Advanced.

0K || Camcel || Appy

MyFolder ACL after assigning permissions to FileShare-Operatoren
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How to Assign Special Permissions

First, locate the folder or file you want to grant permissions to. Right click that folder. Then
click on “Properties”.

. MyFold
R Expand
. PerfLogs
. PowerPrintDesk Open in new window
[, Program Files Share with »
I+ 1. Program Files (x Restore previous versions
- . Shares Include in library 4
I 1) Spool Pin to Start
I+ [, StorageReports Send to »
k. UserHomes
Cut
B 1) Users
C
B usr =
B Windows Delete
Rename
Aﬁh Metwork MNew 4
S -
I (M tsclient I Properties I

MyFolder properties

Click on the security tab to view the ACL for the folder. Then click on “Advanced”.

This is the “Advanced Security Settings” tab, which changed in Windows Server 2012 to
provide an interface that is easier to understand and manage.

In the permissions tab, click on the “Add” button.
Advanced Security Settings for MyFolder = I:'-

Mame: ChMyFolder
Owner: Schaefer Carsten (SchaeferC@G-TAC.corp) @'Chamge
Permissions Auditing Effective Access ‘

For additional information, double-click a permissien entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
.334 Allow  FileShare-Operatoren (G-TAC...  Full control MNone This folder, subfolders and files
.334 Allow  SYSTEM Full contrel C\ This folder, subfolders and files
.334 Allow  Administrators (WS2012R2VA..  Full centrol C\ This folder, subfolders and files
.334 Allow  Users (W52012R2\Users) Read & execute A\ This folder, subfolders and files
.334 Allow  Users (W52012R2\Users) Special 1Y This felder and subfolders
3, Allow  Schaefer Carsten (SchaeferC... Full control C\ This folder only
82, Allow  CREATOR OWMER Full centrol (3 Subfolders and files enly

Add Remove View

Disable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

Advanced Security Settings for MyFolder
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On the permissions entry page, click on “Select a principal’.

Permission Entry for MyFolder - [o B
Principal: ~ Belect 3 principal
Type: Allow
Appliesto: | This folder, subfolders and files
Basic permissions: Show advanced permissions
Full contral
Maodify
Read & execute
List folder contents
Read
Write
Special permissions
Only apply these permissions to objects and/or containers within this container Clear all
Add 2 condition to limit access. The principal will be granted the specified permissions only if conditions are met.
Add a condition

Permission Entry property page for MyFolder

Choose the user or group you want to grant special permissions to. We will use group
‘FSV_Change” for our example. Then click the “OK” button.

Select User, Computer, Service Account, or Group -

Select this object type:

|User. Group, or Builtin securty principal | | Object Types... |

From this location:
|G-T.P¢C.corp || Locations... |

Enter the object name to select (examples):

FSV Change Check Names

o0 ][ s |

Select User or Group prompt
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Working with Permissions

Once you have selected your user or group, by default, you are presented with the list of
basic permissions. To see the list of advanced permissions, click on “Show advanced
permissions”.

Permission Entry for MyFolder

Principal: ~ FSV_Change (G-TAC\FSV_Change) | Select @ principek

Type: [tow Y]

Appliesto: [ This folder, subfolders and files v

Basic permissions: Show advanced permissions
[ Full control
[IModify

Read & execute
List folder contents
Read

[] Write

Special permissions

[] Only apply these permissions to ebjects and/or containers within this container Clear all

Add a condition te limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Enabling advanced permissions in the Permission entry for the MyFolder
property page

Select the proper advanced permissions for the user and click the “OK” button. For more
details about each advanced permission type, please refer to the previous chapter.

e

Permission Entry for MyFolder

Principal:  FSV_Change (G- TAC\FSV_Change) Select 2 principal

Type [Allow v

Appliesto: [ This folder, subfolders and files ~]

Advanced permissions: Show basic permissions

[] Full contral

[ Traverse folder / execute file
[ List folder / read data
[]Read attributes

[ ] Read extended attributes

[[] Create files / write data

[] Create folders / append data

[] Only apply these permissions to objects and/or containers within this container

[] Write attributes

[T] Write extended attributes
[]Delete subfolders and files
[]Delete

[¥] Read permissians

[[] Change permissions

[] Take ownership

Add a condition te limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Clear all

Choosing advanced permissions for FSV_Change
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You will now see the advanced permissions assigned on the “Advanced Security Settings”
page. Click the “OK” button to complete the process.

Advanced Security Settings for MyFolder = -ﬂ--
Mame: CA\MyFolder
Owner: Schaefer Carsten (SchaeferC@G-TAC.corp) ‘&“ Change
Permissions Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to [~

Sﬂ Allow  FileShare-Operatoren (G-TA..  Full control MNone This folder, subfolders and files
ﬂ?‘ Allow  FSV_Change (G-TAC\FSV_Ch... Read permissions Mone This folder, subfolders and files | o
. Allow  SYSTEM Full control (&1 This folder, subfolders and files | =
5}{ Allow  Administrators (WS2012R2\A...  Full control L Co Y This folder, subfolders and files

ﬂ]_" Allow  Users (W52012R2\Users) Read & execute [T This folder, subfolders and files -
B Allow  Users (W52012R2\Users) Special A This folder and subfolders

L Allow  Schaefer Carsten (SchaeferC...  Full control E\ This folder only »
<| m || >
| Add | ‘ Remove | | Edit ‘

Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this object

| 0K H Cancel H Apply ‘

View of advanced permissions set for user Schaeferc
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How to Disable Inheritance

You can disable inheritance for any given file or folder by going to the Security tab within
the properties of that file/folder and clicking on “Advanced” followed by “Disable

H . ”
inheritance”.
Advanced Security Settings for MyFolder = (B -
Name: C:\MyFolder
Cwner: Schaefer Carsten (SchaeferC@G-TAC.corp) 'f‘;\' Change
Permissions Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to ~
82, Allow  FileShare-Operatoren (G-TA..  Full control MNone This folder, subfolders and files
‘\E Allow  FSV_Change (G-TAC\FSV_Ch... Read permissions MNone This folder, subfolders and files
:PJ Allow  SYSTEM Full control €5 This folder, subfolders and files =
3{ Allow  Administrators (WS2012R2\A...  Full control N This folder, subfolders and files
,Jz?_" Allow  Users (WS2012R2\Users) Read & execute 43 This folder, subfolders and files
.Jr_i Allow  Users (WS2012R2\Users) Special N This folder and subfolders
3,_ Allow  Schaefer Carsten (échaeferc‘.. Full control C:‘ This folder clr!l_)_r ) ~
<| [0 || >
[ add || Remove |[ Edt |

["1Replace all child object permission entries with inheritable permission entries from this object

| QK || Cancel H Apply |

Disabling inheritance and replacing child object permissions in the Advanced Security
Settings tab

In next step you have to choose one of the following options. The first option “Convert
inherited permissions into explicit permissions on this object” will copy all inherited
permissions and set them explicitly on this level. This would be the same as if you set all of
these permissions manually.

The second option “Remove all inherited permissions from this object” will remove any
permissions. You must be aware that you have to set permissions now by your own.
Otherwise no permissions will be set on this folder anyway.

Block Inheritance -

L What would you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent ebject will no longer be applied to this object.

Convert inherited permissions into explicit permissions on
this object.

Remove all inherited permissions from this object.

Cancel
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When administrators and users start changing permissions regularly, some files or folders
can become inaccessible to users and groups that should have access. For this reason,
you can, at any time, go back to the default inherited state by choosing “Replace all child
object permission entries with inheritable permission entries from this object” as seen in
next image.

Advanced Security Settings for MyFolder = -ﬂ--
Name: C\MyFolder
Owner: Schaefer Carsten (SchaeferC@G-TAC.corp) "F:,“ Change
Permissions Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to L~
33, Allow  FileShare-Operatoren (G-TA..  Full control Mone This folder, subfolders and files
.\ﬂ, Allow  FSV_Change (G-TAC\FSV_Ch... Read permissions MNone This folder, subfolders and files |
B Allow  SYSTEM Full control (1% This folder, subfolders and files =
.9.‘-_'4 Allow  Administrators (WS2012R2\A...  Full control N This folder, subfolders and files
5!, Allow  Users (WS2012R2\ Uzers) Read & execute CA This folder, subfelders and files ~—
H2, Allow  Users (WS2012R2\Users) Special 4 This folder and subfolders
L Allow  Schaefer Carsten (E:haefar(‘.. Full control (:_\_ This folder nr!\x : ) W
< n || >
| Add | | Remove | ‘ Edit |

Disable inheritance

| [ Replace all child object permission entries with inheritable permission entries from this object |

| oK || Cancel || Apply
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How to Override Folder Permissions with
File Permissions

It is possible to override access to a file within a folder that you do not have access to. In
our example, let’s say that you do not have access to “MyFolder”, but there is a specific file
within MyFolder called “MyFile” that you need access to. You can receive access to only
this specific file if you use the “Bypass Traverse Checking” security setting permission.

Bypass Traverse Checking is a setting that is assigned through Group Policy Settings.
Therefore, we won’t cover it in detail in this article.
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How to Override Folder Permissions with
Deny Permission

It is possible to override any permissions with a Deny Permission. In our example, lets say
that you do have modify access to “MyFolder” because of your membership in a specific
security group, and you are a member of a group that is denying permissions to a specific
file in that folder, you will not get access to this file.

Denying permissions overrides any other permissions a user might have. Consider, this is
not the recommended method of controlling access to resources.

oy ¢
[ﬁ NTFS Volume
Group
Sales_w
; Sales

Group
Sales_file2_dw

Deny write to File2

Bl NTFS permissions are cumulative
B File permissions override folder permissions
B Deny overrides other permissions

Example with Deny Permissions

In Figure above, John is member of Group Sales W and Group Sales_File2_DW. For
folder Sales John will inherit Write permissions from Group Sales_W. And John will inherit
Deny Write permissions for File2 from Group Sales_File2_DW.

The results are: John can read and write to File1. He can also read File2, but cannot write
to this file because he is a member of Group Sales_File2_DW, which grants Deny Write
permission to this file.
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Share Permissions



Understanding Share Permissions

Shared folders are used to provide other users, on your Windows network, access to the
contents of those folders. You can only share folders, not individual files.

Share permissions are only applied when a shared folder is accessed over the network. It
is a common misconception to think the process works in a different way. When you log
into a Windows machine locally (even if a file or folder is shared to other users within the
network), every time you access an object, NTFS permissions apply and not share
permissions. It does not matter how restrictive share permissions have been set up, if you
have access to the object and you are logged into the workstation or server that “owns”
the file or folder, you will be granted access.

There are three types of share permissions:

® Full Control: Allows the user to read/execute/write/delete the contents of the folder
and manage the folder permissions.

® Change: Allows the user to read/execute/write/delete the contents of the folder, but
does not allow the user to modify its permissions.

® Read: Allows the user to read the contents of the folder and its files.

Permissions for MyFolder >

Share Pemissions

GI’OIJD Qr User Names:

52 Administrators (DESKTOP-DKDR17M\Administrators)

Add... Remove
Permissions for Everyone Allow Deny
Full Cantrol |
Change O
Read O

Cancel Aoply
Share permissions for MyFolder
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How to Share Folders

Although the concept behind sharing folders has not changed, there are now two ways to
share folders after the release of Windows Server 2012. In previous versions of Windows,
the process was isolated and you had to access the folder first or login to the server that
owned the folder in order to share it. Windows Server 2012 provided a new interface and a
more centralized way of achieving this goal by using the Server Manager. This section will
cover both options.

Sharing Folders — The Traditional Way
Right click the folder. Then click on “Share with” followed by “Specific people”.

. MyFolder
. PerflLogs Expand
. PowerPrintDesk Open in new window
P li Program Files Share with 3 Stop sharing
P (1. Program Files (x86) Restore previous versions 23 Specific people...
B[ Shares Include in library 3
b Spool Pin to Start
I 10 StorageReports
I UserHomes sendto '
I Users Cut
B usr Copy
Bl Windows Delete
Rename
el '&h MNetwork Mew N
I 1M tsclient
Properties

“Share with” Windows menu

Next, you will be presented with the following form, in which you select which users will be
granted permission to access the folder. Click on the arrow, followed by “Find people”.

= (O -
2 File Sharing
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
| ‘ | v ‘ Add
..... Level
-Operatoren Read/Write ¥
2 Schaefer Carsten Owner
I'm having trouble sharing

File Sharing properties page
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Now you can select the users who will have access to the folder. Type their name and
click on the “Check Names” button. Once you are done adding users, press the “OK”
button. For this example, we will use the group “Everyone”.

Select Users or Groups .
Select this object type:
|Users. Groups, or Builtin security principals ‘ | Object Types... |
From this location:
|G-TAC.carp ‘ | Locations... |

Enter the object names to select (mamples):

Everyone Check Names

[ oc ] [ Gres ]

Select users or groups

Click on the “Share” button.

| 2 File Sharing

Choose people on your network to share with

Type a name and then click Add, er click the arrow to find somecne,

|| W Add

Mame Permission Level
52 Everyone Read v

S2 FileShare-Operatoren Read/Write ¥
2 Schaefer Carsten Owner

I'm having trouble sharing

| @Share || Cancel

File Sharing properties page
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Your folder is now shared to the users/groups that you chose during the previous steps.
You can email the link to this folder to the respective users or copy and paste the link as

you please.
= (O -
(€)= File Sharing
Your folder is shared.
You can £-maif someane links to these shared items, or copy and paste the links into another program.
Individual ltems A
MyFolder
* WWS2012R2\MyFolder
Show me all the network shares on this computer.

Shared folder confirmation

This is the link we obtained for our example folder after clicking “copy”:

MyFolder (file://WS2012R2/MyFolder)
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Sharing Folders — The Server Manager Way

The Server Manager, a graphical interface that integrated many tasks initially done in
separate and unorganized ways, was first introduced as a concept in Windows Server
2008. However, it wasn’t until the release of Windows Server 2012 that this concept was
fully implemented and improved. Now, the Server Manager is frequently the starting point
for any task that needs to be performed on the server.

Sharing folders are now fully integrated into the Server Manager, which provides a more
centralized means of sharing folders among different users and from different servers,
although the concept remains the same.

First, open the Server Manager. On the lefthand side, you will see all the roles your server
provides. Click on “File and Storage services”. (Note: you need to have previously installed
this role using the “Add roles or features” assistant.)

= Server Manager
@ v  Server Manager * Dashboard
WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
o o Configure this local server
ial AD DS =
£ DNS QUICK START
¥§ File and Storage Services b 2 Add roles and features
l‘_’ s 3 Add other servers to manage
=l Remote Access
4 Create a server group
5 Connect this server to cloud services

LEARN MORE

Server manager

Then click on “Shares”, followed by “Tasks”, followed by “New Share”.

S Server

rvices * Shares

VOLUME
TASKS_v]  Noshare i selects

SME  Not

QuoTA

New Share option in the File and Storage Services manager
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Now you will choose what you want to share.

Understanding NTFS Permissions

Each option has a description on the

righthand side. For the purpose of this article, choose “SMB Share — Quick” and click

“Next” button.

Select the profile for this share

File share profile:

Select Profile

SMB Share - Quick
SMB Share - Advanced
SME Share - Applications
NFS Share - Quick
NFS Share - Advanced

Share Location

New Share Wizard

BE |

Description:

This basic profile represents the fastest way to create an
SMB file share, typically used to share files with
‘Windows-based computers.

* Suitable for general file sharing
* Advanced options can be configured later by

using the Properties dialog

< Previou

s

New share wizard

Create

Cancel

Now select the volume and/or the path for the folder that you want to share and click the
“Next” button.

& [= (=[]

New Share Wizard

Select the server and path for this share

Select Profile Server:
Server Name Status Cluster Role Owner Node
W52012R2 Online Not Clustered
Share Name

Share location:

() Select by volume:
Volume
C:

Free Space | Capacity = File System
465GE  597GB NTFS

The location of the file share will be a new felder in the \Shares directory on the selected
volume.

C:\MyFolder

Browse...

reate

L

Cancel

Selecting server and path
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Type a name for your shared folder. By default, the share name is the name of the actual

folder, but you can choose any name that fits your purposes. Click the “Next” button.
[ New Share Wizard - | = [

Specify share name

Select Profile Share name: MyFolder

Share Location

- Share description:

Other Settings

Local path to share:
CA\MyFolder

Remote path to share:
WW52012R2\MyFolder

Specify share name

You are now presented with the “Other settings” form. Here you can choose some new
features to use with your share that were not present in previous Windows Server versions
(or that were only available by downloading separate Windows Server packages). The
form contains a brief description of each setting, which will be summarized below to
provide better understanding.

Keep in mind that these options were made to improve security and reliability, thus

it is best to choose all of them as we have done in our example.

® Enable Access-based Enumeration: Use this setting when you want to prevent users
from seeing other folders besides those they have access to. For example, if you
create a folder that contains all “Home” directories containing their personal files for
several users, you might want to allow each user to only see the list of folders within
their own folder.

Allow Caching of Shares: Use this setting to provide users with an offline copy of
their folder. This is particularly helpful if you run into network issues that prevent
users from accessing the network path for their folder.

® Encrypt Data Access: This setting improves the security of your network shares by
encrypting all data in transit. In the case that it is intercepted while being transferred
to or from the user workstation to the shared folder, the content will be encrypted and
become inaccessible to other sources.
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Understanding NTFS Permissions

Once you are done selecting these options, click the “Next” button.
[ New Share Wizard - [=[5]

Configure share settings

Selact Profile Enable access-based enumeration

: Access-based enumeration displays only the files and folders that a user has permissions to
Share Location

access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
folder from the user's view.

Other Settings Allow caching of share

Permissions

Caching makes the contents of the share available to offline users. If the BranchCache for
Network Files role service is installed, you can enable BranchCache on the share,

Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downloaded from this

share, and then allows the files to be securely available to other computers in the branch.
[ Encrypt data access

‘When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

< Previous Create Cancel

Share settings
The next step is to configure permissions. This step centralizes the setup for both NTFS
and share permissions to a single screen.

Remember that, by default, your folder is shared to the group “Everyone” with “Full
Control”. This is shown in the tag “Share permissions: Everyone Full Control”.

Next, you can see a list of the current NTFS permissions for the folder. Remember that, by
default, the folder will inherit permissions from its parent folder.

To change these settings, click the “Customize permissions” button.
= New Share Wizard -[a]

Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.

Share Name

Share permissions: Everyone Full Control

Other Settings Folder permissions:
5 Type Principal Access Applies To
Confirmation Allow G-TAC\FileShare-Operator...  Full Control This folder, subfolders, and files
Allow G-TAC\SchaeferC Full Control This folder, subfolders, and files
Allow BUILTINVAdministrators Full Control This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM Full Centrol This folder, subfolders, and files
Allow Everyone Read & execute This folder, subfolders, and files

| Customize permissions... |

< Previous Next > Create Cancel

Setting share permissions
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Understanding NTFS Permissions

Notice this is the same “Advanced Security Settings” properties page that we saw in
previous chapters under the “Share” tab, where you can set share permissions for users or
groups, thus combining NTFS and share permissions in a single graphical user interface.
Once you are ready to set up your permissions, click the “OK” button followed by the
“Next” button.

N Advanced Security Settings for MyFolder

=

Name: ChMyFolder
Owner: Schaefer Carsten (SchaeferC@G-TAC.corp) Change
Permissions Share Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
5.3‘ Allow  FileShare-Operatoren (G-TAC...  Full control Mone This folder, subfolders and files
3«, Allow  Schaefer Carsten (SchaeferC... Full centrol Mone This folder, subfolders and files
H, Allow  Everyone Read & execute Nene This folder, subfolders and files
i‘E, Allow  SYSTEM Full control Mone This folder, subfolders and files
% Allow  Administrators (WS2012R2\A...  Full control Mone This folder, subfolders and files

Remove View

[[] Replace all child object permission entries with inheritable permission entries from this object

Appl,

Finally, you are provided with a summary of the share you just set up. To finish the

Advanced Security Settings properties page

process, click the “Create” button.

i

Confirm selections

New Share Wizard

_I:I-

Confirm that the following are the correct settings, and then click Create

SHARE LOCATION

Server: WSs2012R2
Other Settings Cluster role: Not Clustered
Permissions Local path: CAMyFolder
SHARE PROPERTIES
Share name: MyFolder
Protocol: SME
Access-based enumeration: Enabled
Caching: Enabled
BranchCache: Disabled
Encrypt data: Disabled

< Previous

Create share confirmation page
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How to List Shares

In previous editions of Windows (both for Servers and Workstations), once you shared a
folder, a hand would be displayed next to that folder’s icon.

This changed in Windows Server 2012 for Windows 8 and Windows 10.

For workstations, there is now only one way to list your shared folders. For servers,
there are two different options.

For workstations/servers: Go to “Windows File Explorer”. Click on “Network”
followed by the name of your server/workstation to display all shared folders.

E—} Netzwerk MyFaolder
B csco o
L ws2012r2
o MyFolder e Projekte
- Projekte
L Ws2012 Wws2012

-
Shares list in Windows Explorer

For servers: Go to the Server Manager. Click “File and Storage Services” followed
by “Shares” to list all shared folders.

Server Manager * File and Storage Services * Shares

_ SHARES
[H Servers All shares | 5 total TASKS -
Z | Vo o @ @~
[ [ Disks
m Storage Pools Share Local Path Protocal  Availability Type
= 4 W52012R2 (5)
iSCSI print$ CA\Windows\system32\spoolhdriv... SME Not Clustered
Work Folders Projekte CAShares SMEB Mot Clustered
Usersi CA\UserHomes SMEB Mot Clustered
Ws2012 CA\Shares SMB Not Clustered
MyFolder C:\MyFolder SMBE Not Clustered

Shares list in Server Manager

Page 34
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NTFS Permissions vs. Share Permissions

Difference between NTFS Permissions and Share Permissions

Share permissions are applied when a shared folder is accessed over a network. It is a
common misconception to think that share permissions works in a different way. When you
log in locally to a Windows machine (even if a file or folder is shared to other users within
your network), every time you access an object locally, NTFS permissions apply and share
permissions do not apply. It does not matter how restrictive share permissions have been
set up on your network, if you have access to the object and you are logged into the
workstation or server that “owns” the file or folder, you will be granted access.

Combining NTFS Permissions and Share Permissions

When using share permissions and folder permissions please keep in mind, that you can
apply different NTFS permissions to each folder within a shared folder. Working this way
will ensure a permission strategy for each kind of data located in an appropriate folder
structure.

A frequently asked question when managing Windows Server environments is: once you
combine share permissions with NTFS permissions, how do these two types of
permissions work together? The answer is rather simple and helps you determine the most
effective form of permission for a shared folder. Both sets of permissions get applied and
the more restrictive of the two takes precedent. To give you a better idea, take a look at
the below example.

You give “Full Control” NTFS permissions to the “FileShare-Operatoren” group for a folder

called MyFolder, as seen in the image below:
L} MyFolder Properties -

GI’DUD Or user names

52, CREATOR OWNER

82, SYSTEM

2 Schasfer Carsten (SchaeferC@G-TAC com)

b "YFile Share-Operatoren (G- TAC)FileShars-Operatoren)

82 Administrators (WS2012R2\Administrators)
<

m |>

>

To change pemissions, click Edit

Pemissions for
File Share-Operatoren

=

low Deny

Full cortrol -~

Modify
Read & execute

List folder contents
Read
Write:
Special permissions v

A N N Y

Full Control permissions for MyFolder
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If you share MyFolder within the Windows Network to the “FileShare-Operatoren” group
using “Read” permissions and a user that belongs to this group tries to access the folder
from the network, that user will only have “Read” access and not “Full Control”. However, if

that user then goes to the workstation or server where MyFolder is allocated, he will be
granted “Full Control” permissions.

Permissions for MyFolder -

-
Share Pemissions

GI’DLID Qar user names:

53, Everyone
ﬂlJ FileShare-Operatoren {G-TAC\FileShare-Operatoren)

| Add... || Remove |

Pemissions for
File Share-Operatoren

=
02
@
<

Full Cortral
Change
Read

KOO| g
oog

ok ] [Ganos ] [ o]

Read Only share permissions for MyFolder
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3 Examples of Combining Share Permissions with Folder Permissions
In the next two examples we have shared folders on NTFS volumes. These shared folders
contain subfolders that have also been assigned NTFS permissions.

n Accounting Group Read P
... (: ) Full Control o
NTFS Permission NTFS Volume
a Users Group (: ) Full Control
. - Full Control
John Maly
NTFS Permission
Full Control
NTFS Permission

Combined Share and NTFS Permissions

= — &

NTFS Volume

First example:

e Accounting folder is shared.
The Accounting group has the shared folder “Read” permission for this folder and

the NTFS “Full Control” permission for the Orga subfolder.

The effective permissions for any member of the Accounting group for the subfolder
called Orga is Read.
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n Accounting Group

Read

Accounting

0C

Q,
g. @ Full Control
Q,
Q,
Q,

4
|

NTFS Permission NTES Volume

B Users Group

O O
e e

John Maly

Full Control

Full Control

NTFS Permission

Full Control P
‘ o M aly

NTFS Permission

NTFS Volume

Combined Share and NTFS Permissions

Second example:

e Users folder contains home folders for each user, here John and Maly.

e Both home folders contains data accessible only to the user for whom the folder is
named.

e The Users folder has been shared and the Users group has “Full Control”
permission for the Users folder.

e John and Maly have the NTFS “Full Control” permission for their home folder only
and no NTFS permissions for other folders.

e Boths are members of the Users group.

The effective permissions for John and Maly for their own home folder are Full Control.
But John has no access to Maly’s home folder and Maly has no access to John’s home
folder.
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Third example:

The group Sales has these permissions:

e NTFS Permissions Full Control for shared folder Sales
e NTFS Permissions Read for File1
e NTFS Permissions Full Control for File 2

The effective permissions are:

e The member of this group are granted only Read access to File1 because it is
the most restrictive permission.

e And they are granted Full Control to File2 because both permission
assignments are at the same level.

G G Sales
o

_
&8. °=' ":’

[ NTFS permission ]

( NTFS permission ]

=

NTFS Volume

H Apply NTFS permissions to files and subfolders
B The most restrictive permission is the effective permission

Effective NTFS Permissions
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Copying and Moving Files and Folders

Now that we know how to manage permissions for folders or files, it's a good time to ask
ourselves a question: What happens to permissions if | copy or move the files or folders?
The answer is: it depends.

To give you a clearer explanation, consider the following three scenarios. Let's assume
that you are going to copy “D:\MyFolder” and let’s assume that “D” has an NTFS format.

Scenario A: Copy D:\MyFolder to E:\ (E:\is a FAT volume)

Results:
® When you copy files or folders to FAT volumes, the folders and files lose their NTFS
permissions because FAT volumes don't support NTFS permissions.

Permissions : Permissions :

Full Control Full Control

Move

Permissions = Permissions :
Full Control Destination folder

Move
F / ' FAT Volume

C:\ D:\
NTFS Volume NTFS Volume
A

Permissions
are lost

Write, Modify Permissions
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Scenario B: Move D:\MyFolder to D:\MyFiles

Results:

® The file or folder retains its original permissions.

e You must have the “Write” permission set up for the destination folder to move files
and folders into that folder.

® You must have the “Modify” permission set up for the source file or folder. The
“Modify” permission is required to move a file or folder because Windows 2000
deletes files and folders from the source folder after they are copied to the
destination folder.

® You become the creator and owner.

Permissions : Permissions :
Full Control Full Control

C:\
NTFS Volume

D:\
NTFS Volume

Move

Permissions :
Destination folder

Permissions =
Full Control

. Move
F / FAT Volume

Permissions

Write, Modify Permissions are lost
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Scenario C: Copy D:\MyFolder to F:\MyFolder (F:\is an NTFS volume)
Results:

® The file or folder inherits the permissions of the destination folder.

e You must have the “Write” permission set up for the destination folder to move
files and folders into that folder.

e You must have the “Modify” permission set up for the source file or folder. The
“Modify” permission is required to move a file or folder because Windows XP
Professional deletes files and folder from the source folder after they are copied to
the destination folder.

® You become the creator and owner.

Permissions : Permissions :
Full Control Destination folder

c\ D:\
NTFS Volume NTFS Volume
[\ [\
Permissions =

nmie»
=i
£/ '>Em

Permissions
are lost

Permissions :
Destination folder

Write, permissions
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Powershell and NTFS Permissions

Automation and scripting become more important for system administrators with every
Windows Server version. One of the key concepts behind Windows Server 2012 is the
capability to do almost everything you can do on a GUI. Using Powershell scripts and
NTFS permissions are no exception.

The following table lists the most common use case scenarios that a system administrator
can have and how to perform operations such as using scripts without going to the
common graphical user interface (GUI). This is just to get you started on managing ACL’s
with Windows Powershell. Remember, these scripts can become as complicated as you
want them to be.

Task Powershell Script

Reading ((Get-ltem D:\MyFolder).GetAccessControl(‘Access’)).Access
Permissions of a
Single File or Folder
Modifying User | $HomeFolders = Get-Childltem C:Homefolders -Directory
Permissions on a | foreach ($HomeFolder in $HomeFolders) {
Folder $Path = $HomeFolder.FullName

$Acl = (Get-Item $Path).GetAccessControl('Access')

$Username = $HomeFolder.Name

$Ar = New-Object
System.Security.AccessControl.FileSystemAccessRule($Username,
'Modify', 'Containerlnherit,Objectinherit', 'None', 'Allow")

$Acl.SetAccessRule($Ar)

Set-Acl -path $Path -AclObject $Acl

}

Basic Powershell scripts to manage NTFS permissions
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Best Practices

® A common practice by many businesses is to share a folder by giving full access to a
group made up of everyone, then control who can access that folder using NTFS
permissions.

® Always try to share folders with groups instead of individual people, as this makes
administration tasks far simpler.

® To consolidate administration and group files into application, data, and home folders,
centralize all home and public folders separately from your applications and operating
system. Doing so provides the following benefits: a) permissions may only be assigned to
folders, not individual files and b) backing up will be less complex because you will not
need to back up application files, as all home and public folders will be consolidated in
one location.

® \When you assign permissions for working with data or application folders, assign the
‘Read & Execute” permission to the Users group and Administrators group. This will
prevent application files from being accidentally deleted or damaged by users or viruses.

® Always assign the most restrictive permissions that still allow users to perform required
tasks. For example, if users only need to read information in a folder and should never
delete or create files, assign the “Read” permission.

® Organize your resources so that folders with the same security requirements are located
within one folder. For example, if users require “Read” permission for several application
folders, store those folders within a single folder. This will allow you to share that larger
folder instead of sharing each individual application folder.

® Use intuitive share names so that users can easily recognize and locate resources. For
example, for the Application folder, use “Apps” as the share name. You should only use
share names that can be used across all client operating systems.
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